
Enhancing OSSEC Manageability, 
Security and Compliance with 
Atomic Enterprise OSSEC



Atomic Enterprise OSSEC 

Extends the OSSEC Open Source Core for 

Advanced Security, Compliance, and 

Manageability



OSSEC = Open Source SECurity

● Founded 2003 by Daniel Cid. 

● Managed by Scott Shinn, Atomicorp 
CTO.  Project hosted by Atomicorp.

● Licensed under GPL v2.0.

● Active project.   Hundreds of 
contributors.

● Used by tens of thousands of 
organizations globally.

● Intrusion Detection

● File Integrity Monitoring

● Log Management & Routing

● Active Response

Linux Windows Legacy Cloud



Why Atomic Enterprise OSSEC? 

A powerful, proven, and flexible 
framework

Atomic Enterprise OSSEC

Packaged product with  enhancements for 
security, compliance, and manageability

● Centrally configure and manage deployments 
-- even for tens of thousands of monitored 
devices

● Out-of-the box integrations with hundreds of 
systems

● GUI-based management improves efficiency 
and enables non-expert users

● Integrated global threat intelligence improves 
security effectiveness

● Meet key compliance standards such as PCI, 
HiTrust, HIPAA, and others



Streamline OSSEC Management Across Entire Deployments

Save Time with Purpose Built GUI for OSSEC

● Expand deployments to non-CLI users

● Leverage event search and reporting 
interfaces.

● Visually manage agents, servers, FIM, rollbacks 
and integrations with third-party systems

● Centrally view and manage all OSSEC events 



Centralize OSSEC Agent & Server Configuration & Management

Easily Manage Large or Critical Deployments

● Simplify installation across hundreds or 
thousands of agents

● Configure all agents and servers all through a 
single console

● Group agents for standardized configuration 
and management

● Centrally manage OSSEC rules



Distill Security Logs to Improve Analyst Efficiency and Reduce Costs

Pinpoint Risks, Reduce Response Times, Cut SIEM Costs

● Leverages more than 400 out-of-the-box 
connectors to collect log data

● Analyzes, tags, and ranks security events

● Routes critical events to any SIEM or other 
operational monitoring system

● All other log data can be sent to cost effective 
cold storage

● Zero data loss



Atomic Master Server

Worker Hubs

Manage OSSEC Clusters for Reliability, Availability, Scalability
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Enable Cluster Management

● High availability for critical 
deployments

● Enables disaster recovery

● Enable autoscaling for any 
cloud environment

Atomic Hubs



9Manage Compliance and Audits

● Meet controls for 
compliance standard 
such as PCI-DSS, HIPAA, 
Hitrust, NIST 800-53, NIST 
800-171, CIS, GDPR

● Key compliance 
capabilities including file 
integrity monitoring and 
log consolidation

Meet Key Compliance 
Requirements



Enhance Security with Crowdsourced Threat Intelligence

Integrated Global Threat Intelligence the OSSEC Community

● Collects real-time threat intelligence  from 
hundreds of thousands of OSSEC nodes 
globally

● Leverage bayesian deep learning  to identify 
malicious actors  

● Provides real-time feed to Atomic Enterprise 
OSSEC servers for active response and 
defensive action



Improve Security and Compliance for Cloud Workloads

Integrate with Cloud Provider APIs

● Integrates with any cloud provider.

● Inventory assets deployed in AWS, Azure, and 
Google Cloud

● Automated agent provisioning and 
de-provisioning

● Integrates with DevOps tools like Ansible, Salt 
Stack, and Puppet



Atomic Enterprise OSSEC Features

● Intrusion Detection

● File Integrity Monitoring

● Log Management & Routing

● Active Response

● Command Line Interface

Open Source ● Management Console (GUI)

● Enhanced OSSEC Rules (5,000 
versus 1,200 in OSS)

● Report Generation System & 
Search Interface

● Rollback Management 
Interface

● Cloud Provider API Integration 
for AWS, Azure, and Azure

● Advanced Malware Detection

● Crowdsourced Threat 
Intelligence

● Workflow Triggers (Slack, Jira, 
Cloudflare, others)

● Simplified SIEM Integration 
(Splunk, ELK, ArcSight, 
QRadar, LogRhythm,  others)

● Expert Technical Support

● Upgrade in place for 
advanced workload security 
capabilities

Atomic Enterprise OSSEC



Comparing OSSEC with Atomic Enterprise OSSEC

Feature OSSEC Atomic Enterprise 
OSSEC

Management GUI

More than 5,000 OSSEC Rules

Advanced Agent Management

Advanced File Integrity Mgmt.

Cloud Provider Integration

Malware Protection

Global Threat Intelligence

Role Based Access Control

Reporting & Search Engine

Configuration Management 

Feature OSSEC Atomic Enterprise 
OSSEC

Rollback Control System

Native SIEM Integration

Native ELK Integration

Slack, Pager Duty, Jira Integration

Cloudflare Integration

Output Data Routing

Long Term Storage Integration

System Inventory Module

Advanced Encryption

Expert Support



Request a Personalized Demo

https://atomicorp.com/request-a-demo/

https://atomicorp.com/request-a-demo/
https://atomicorp.com/request-a-demo/


Atomicorp proudly sponsors the OSSEC project.   Atomicorp CTO, 
Scott Shinn, serves as the OSSEC Project Manager.

Atomicorp offers commercial cloud and server security products 
built on open source projects like OSSEC, Modsecurity, OpenSCAP, 

and many others.

www.atomicorp.com

http://www.atomicorp.com



